Page 1

2007 U.S. App. LEXIS 7806

LEXSEE 2007 U.S. APP. LEXIS 7806

UNITED STATES OF AMERICA, Plaintiff-Appellee, v. JEROME T. HECK-
ENKAMP, Defendant-Appellant.

No. 05-10322, No. 05-10323

UNITED STATES COURT OF APPEALS FOR THE NINTH CIRCUIT

2007 U.S. App. LEXIS 7806

August 17, 2006, Argued and Submitted, San Francisco, California
April §, 2007, Filed

COUNSEL: Benjanm n Col enan, San Diego,
California, for the appellant.

United States
Cal i forni a,

Hanl ey Crew, Assistant
Attorney, San Francisco,
for the appellee.

JUDGES: Before: WIlliam C. Canby, Jr.,
M chael Daly Hawkins, and Sidney R
Thomas, Circuit Judges. Opinion by
Judge Thonas.

OPI NI ON: THOVAS, Circuit Judge:

In this case, we consider whether a
renote search of conputer files on a
hard drive by a network adm nistrator
was justified wunder the "special
needs" exception to the Fourth Amend-
ment because the admi nistrator reason-
ably believed the conputer had been
used to gain unauthorized access to
confidential records on a university
computer. We conclude that the renote
search was justified.

Al t hough we assune that the subse-
quent search of the suspect's dorm
room was not justified under the
Fourth Amendnent, we conclude that the
district court's denial of the sup-
pression notion was proper under the
i ndependent source exception to the
excl usi onary rule.

In Decenber 1999, Scott Kennedy, a
conput er system admini strator for
Qual conm Corporation in San D ego,
California, discovered that sonebody
had obtained unauthorized access to

(or "hacked into," in popular par-
| ance) the conpany's conputer network.
Kennedy contacted Special Agent Terry
Rankhorn of the Federal Bureau of In-
vesti gati on about the intrusion.

Kennedy was able to trace the in-
trusion to a conputer on the Universi-
ty of Wsconsin at Madison network,
and he contacted the university's com
puter help desk, seeking assistance.
Jeffrey Savoy, the University of Ws-
consin conputer network investigator,
pronptly responded to Kennedy's re-
quest and began exani ning the univer-
sity's system Savoy found evidence
that soneone using a conputer on the
uni versity network was in fact hacking
into the Qual conm system and that the
user had gai ned unaut hori zed access to
the university's systemas well. Savoy
was particularly concerned that the
user had gai ned access to the "Mil 2"
server on the university system which
housed accounts for 60,000 individuals
on canmpus and processed approximately
250,000 emmils each day. At that tine,
students on canpus were preparing for
final exans, and Savoy testified that
"the disruption on canmpus would be
tremendous if e-mail was destroyed.”
Through his investigation of the Mil2
server, Savoy traced the source of in-
trusion to a conputer located in uni-
versity housing. The type of access
the user had obtained was restricted
to specific system admnistrators,
none of whom woul d be working fromthe
university's dornitories.

Savoy determined that the conputer
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that had gained unauthorized access
had a wuniversity Internet Protocol
("I'P") address nl that ended in 117.

In addition, Savoy deternm ned that
Heckencanp, who was a conputer science
graduate student at the wuniversity,
had checked his email fromthat |IP ad-
dress 20 m nutes before and 40 m nutes
after the unauthorized connections be-
tween the conputer at the |P address
ending in 117, the Mil2 server, and
the Qual conm server. Savoy deternined
that the conputer at that |P address
had been used regularly to check Heck-
encanp's enmail account, but no others.
Savoy becane extrenely concerned be-
cause he knew t hat Heckenkanp had been
termnated fromhis job at the univer-
sity computer help desk two years ear-

lier for simlar unauthorized activi-
ty, and Savoy knew that Heckenkanp
"had technical expertise to damage

[the university's] system"

nl An I P address is a standard

way of identifying a conputer
that is connected to the Inter-
net. An |P address is conprised
of four integers less than 256
separ ated by peri ods.

Al t hough Savoy was confident that

t he conputer that had gai ned the unau-
thori zed access belonged to Heck-
enkanp, he checked the housing records
to ensure that the |IP address was as-
signed to Heckenkanp's dorm room The
housing departnent initially stated
that the I P address corresponded to a
different room down the hall from
Heckenkanp's assigned room The hous-
ing departnent acknow edged that the
records could be inaccurate but stated
that they would not be able to verify
the location of the |IP address until
the next nmorning. In order to protect
the university's server, Savoy elec-
tronically blocked the connection be-

tween | P address 117 and the Mil2
server.
After bl ocking the connection

Savoy contacted Rankhorn. After Savoy
i nformed Rankhorn of the information
he had found, Rankhorn told Savoy that

he intended to get a warrant for the
conputer, but he did not ask Savoy to
take any action or to comence any in-
vesti gation.

Later that night, Savoy decided to
check the status of the 117 conputer
from hone because he was still con-
cerned about the integrity of the uni-
versity's system He logged into the
network and deternmined that the 117

conmputer was not attached to the net-
wor k. However, Savoy was still con-
cerned that the sanme conputer could
have "changed its identity," so he

checked t he networking hardware to de-
termne if the conputer that was orig-
inally logged on at the 117 address
was now |logged on at a different IP
address. Hi s search confirned that the
computer was now |logged on at an IP
address ending in 120.

Based on this discovery, Savoy be-
came even nore concerned that the
Mail 2 server "security could be com

prom sed at any tinme," particularly
because "the intruder at this point
knows that he's being investigated"

and mght therefore interfere with the

systemto cover his tracks. Savoy con-
cluded that he needed to act that
ni ght.

Bef ore taking action, Savoy wanted
to verify that the conputer |ogged on
at 120 was the sane conputer that had
been logged on at 117 earlier in the
day. He logged into the conputer, us-
ing a nane and password he had di scov-
ered in his earlier investigation into
the 117 conputer. Savoy used a series
of commands to confirm that the 120
conputer was the sane conputer that
had been logged on at 117 and to de-
termi ne whether the conputer stil
posed a risk to the university server
After approximately 15 minutes of
| ooking only in the tenporary directo-
ry, wthout deleting, nodifying, or
destroying any files, Savoy |ogged off
of the conputer.

Savoy then determined that
120] nmmchine need[ed] to get off
i mediately or as soon as possible
based on "a university security need."
He contacted both Rankhorn and a De-

"[the
i ne
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tective Scheller, who worked for the
uni versity police. Savoy informed them
of his discoveries and concerns.

Rankhorn asked Savoy to wait to take
action because he was attenpting to
get a search warrant. However, Savoy
felt that he needed to protect the
university's system by taking the ma-
chine off line imediately. Therefore

he nmade the decision to coordinate
with the university police to take the
computer off line and to "let [the]
university police coordinate with the
FBI . "

Together with Scheller and other
university police officers, Savoy
went to the room assigned to Heck-

n2 Wen they arrived at the
room the door was ajar, and nobody
was in the room Savoy and Scheller
entered the room and disconnected the
network cord attaching the computer to
the network. Savoy noted that the com
puter had a screen saver with a pass-
word, which prevented him from access-
ing the conputer. In order to be sure
that the conputer he had di sconnected
fromthe network was the conputer that
had gai ned unauthorized access to the
Mai |l 2 server, Savoy wanted to run some

enkanp.

commands on the conputer. Detective
Schel l er | ocated Heckenkanp, expl ained
the situation and asked for Heckenkam

p's password, which Heckenkanp vol un-
tarily provided.

n2 They also went to the room
the housi ng departnent stated was
connected to the |IP address end-
ing in 117 to ensure that those
records were not correct.

Savoy used the password to run the
commands on the conputer and verified

that it was the conputer used to gain
the wunauthorized access. After Savoy
confirned that he had the right com
put er, Schel l er advised Heckenkanp
that he was not under arrest, but
Scheller requested that Heckenkanp
waive his Mranda rights and give a
statenent. Heckenkanp wai ved his

rights in witing and answered the in-
vestigator's and detectives' ques-

tions. In addition, Heckenkanp autho-
rized Savoy to nake a copy of his hard
drive for later analysis, which Savoy
did. At no tinme did Savoy or Scheller
search Heckenkamp's room Throughout
his testinony, Savoy enphasized that
his actions were taken to protect the
university's server rather than for
| aw enf orcenment pur poses.

The federal
search warrant

agents obtained a
from the Western Dis-
trict of Wsconsin, which was executed
the following day. Pursuant to the
warrant, the agents seized the comput-
er and searched Heckenkanp's room

Heckenkanp was indicted in both the

Northern and Southern Districts of
California on nultiple offenses, in-
cluding counts of recklessly causing
damage by intentionally accessing a
protected conputer w thout authoriza-
tion, in violation of 18 US.C 8§
1030(a) (5)(B). In separate orders

Judge Ware in the Northern District
and Judge Jones in the Southern Dis-
trict denied Heckenkanp's notions to
suppress the evidence gathered from
(1) the renote search of his conputer,
(2) the image taken of his conputer's
hard drive, and (3) the search con-
ducted pursuant to the FBI's search
warrant. n3

n3 Judge Ware later reaffirmed
his denial of the notion to sup-
press when Heckenkanp filed a re-
newed notion to suppress after
t he cases were consol i dat ed.

The two cases were eventually con-
solidated before Judge Ware. Heck-
enkanp entered a conditional gquilty
plea to two counts of violating 18
US C § 1030(a)(5)(B), which allowed
him to appeal the denials of his no-

tions to suppress. The district court
entered its judgnent and commtnent
orders on April 28, 2005, and Heck-

enkanp filed a
peal .

timely notice of ap-

W review de novo both a court's
denial of a notion to suppress evi-
dence and a court's determ nation of
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whet her an individual's expectation of
privacy was objectively reasonable.
United States v. Bautista, 362 F.3d
584, 588-89 (9th Cir. 2004).

As a prerequisite to establishing
the illegality of a search under the
Fourth Anendnent, a defendant nust
show that he had a reasonabl e expect a-
tion of privacy in the place searched.
Rakas v. Illinois, 439 U S 128, 143,
99 S. . 421, 58 L. Ed. 2d 387
(1978). An individual has a reasonable
expectation of privacy if he can
"'denonstrate a subjective expectation
that his activities would be private,
and he [can] show that his expectation
was one that society is prepared to
recogni ze as reasonable.'" Bautista,
362 F.3d at 589 (quoting United States
v. Nerber, 222 F.3d 597, 599 (9th Gir.
2000)). No single factor determ nes
whet her an individual legitimtely may
clai m under the Fourth Amendnent that
a place should be free of warrantless
governnent intrusion. Rakas, 439 U S
at 152-153 (Powell, J., concurring).
However, we have given weight to such
factors as the defendant's possessory
interest in the property searched or
seized, see United States v. Broad-
hurst, 805 F.2d 849, 852 n.2 (9th Cir.

1986), the neasures taken by the de-
fendant to insure privacy, see id.,
whet her the materials are in a con-
tainer |abeled as being private, see

id., and the presence or absence of a
right to exclude others from access,
see Bautista, 362 F.3d at 589.

The governnent does not dispute
that Heckenkanp had a subjective ex-
pectation of privacy in his conputer
and his dormitory room and there is
no doubt that Heckenkanp's subjective
expectation as to the latter was |e-
gitimate and objectively reasonable.
M nnesota v. dson, 495 U S 91, 95-
96, 110 S. C. 1684, 109 L. Ed. 2d 85
(1990). W hold that he also had a le-

gitimate, objectively reasonable ex-
pectation of privacy in his personal
conputer. See United States v. Lif-
shitz, 369 F.3d 173, 190 (2d Gr.

2004) ("Individuals generally possess

a reasonabl e expectation of privacy in

their home conmputers."); see also
United States v. Buckner, 473 F.3d
551, 554 n.2 (4th Cr. 2007) (recog-

nizing a reasonable expectation of
privacy in password-protected conputer
files); Trulock v. Freeh, 275 F.3d
391, 403 (4th Cir.2001) (sane).

The salient question is whether the
defendant's objectively reasonabl e ex-
pectation of privacy in his conputer
was elimnated when he attached it to
the wuniversity network. W conclude
under the facts of this case that the
act of attaching his conputer to the
network did not extinguish his legiti-
mate, objectively reasonable privacy
expect ations.

A person's reasonable expectation
of privacy my be dimnished in
"transm ssions over the Internet or e-
mai | that have already arrived at the
recipient." Lifshitz, 369 F.3d at 190.

However, the nere act of accessing a
network does not in itself extinguish
privacy expectations, nor does the
fact that others nmay have occasional

access to the conputer. Leventhal v.
Knapek, 266 F.3d 64, 74 (2d Cr.
2001). However, privacy expectations
may be reduced if the user is advised
that information transmtted through
the network is not confidential and
that the systens adninistrators nay
nmoni tor conmuni cations transmtted by
the user. United States v. Angevine,
281 F.3d 1130, 1134 (10th Cir. 2002);
United States v. Sinons, 206 F.3d 392,
398 (4th Cr. 2000).

In the instant case, there was no
announced nonitoring policy on the
network. To the contrary, the univer-
sity's computer policy itself provides
that "[i]n general, all conputer and
electronic files should be free from
access by any but the authorized users
of those files. Exceptions to this ba-
sic principle shall be kept to a mni-
mum and nade only where essential to .

protect the integrity of the Uni-
versity and the rights and property of
the state." Wen examned in their en-
tirety, university policies do not
el i mi nate Heckenkanp's expectation of
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privacy in his conputer. Rather, they
establish limted instances in which
university admnistrators nmy access
his conputer in order to protect the
university's systens. Therefore, we
must reject the governnment's con-
tention that Heckenkanp had no objec-
tively reasonable expectation of pri-
vacy in his personal conputer, which
was protected by a screensaver pass-
word, located in his dormtory room
and subject to no policy allow ng the
university actively to nonitor or au-
dit his conputer usage.

Al 't hough we conclude that Heck-
enkanp had a reasonabl e expectation of
privacy in his personal conputer, we
conclude that the search of the com
puter was justified under the "special
needs" exception to the warrant re-
qui rement. Under the special needs ex-
ception, a warrant is not required
when "'special needs, beyond the nor-
mal need for |aw enforcenent, nake the
war rant and probabl e- cause requirenent
impracticable.'" Giffin v. Wsconsin,
483 U.S. 868, 873, 107 S. C. 3164, 97
L. Ed. 2d 709 (1987) (quoting New Jer-
sey v. T.L.O, 469 U S 325, 351, 105
S. C. 733, 83 L. Ed. 2d 720 (1985)
(Bllackrmun, J., concurring in the judg-
ment)). If a court determ nes that
such conditions exist, it will "assess
the constitutionality of the search by
bal ancing the need to search against
the intrusiveness of the search." Hen-

derson v. Cty of Sim Valley, 305
F.3d 1052, 1059 (9th G r. 2002) (cit-
ing Ferguson v. Gty of Charleston,
532 U. S 67, 78, 121 S. C. 1281, 149

L. Ed. 2d 205 (2001)).
A

Here, Savoy provided extensive tes-
tinmony that he was acting to secure
the Mail 2 server, and that his actions
were not notivated by a need to col-
| ect evidence for |aw enforcenment pur-
poses or at the request of law en-
forcenent agents. This undisputed evi-
dence supports Judge Jones's concl u-
sion that the special needs exception
applied. The integrity and security of
the canpus e-mail system was in jeop-

ardy. Although Savoy was aware that
the FBI was al so investigating the use
of a conputer on the university net-
work to hack into the Qual comm system
his actions were not taken for |aw en-
forcement purposes. Not only is there
no evidence that Savoy was acting at
the behest of |aw enforcenment, but
also the record indicates that Savoy
was acting contrary to |aw enforcenent
requests that he delay action.

Under these circunstances, a search
warrant was not necessary because
Savoy was acting purely wthin the
scope of his role as a system admini s-
trator. Under the university's poli-
cies, to which Heckenkanp assented
when he connected his conputer to the
uni versity's network, Savoy was autho-
rized to "rectif[y] energency situa-
tions that threaten the integrity of
campus conputer or comrunication sys-
tens[,] provided that use of accessed
files is limted solely to maintaining
or safeguarding the system" Savoy
di scovered through his examn nation of
the network |ogs, in which Heckenkanp
had no reasonable expectation of pri-
vacy, that the conputer that he had
earlier blocked from the network was
now operating froma different |P ad-
dress, which itself was a violation of
the university's network policies.

Thi s di scovery, t oget her with
Savoy's earlier discovery that the
comput er had gai ned root access to the
university's Mil2 server, created a
situation in which Savoy needed to act
i Mmediately to protect the system Al -
though he was aware that the FBlI was
already seeking a warrant to search
Heckenkanp's conputer in order to
serve the FBl's |aw enforcenent needs,
Savoy believed that the wuniversity's
separate security interests required
i medi ate action. Just as requiring a
warrant to investigate potential stu-
dent drug use would disrupt operation
of a high school, see T.L.O., 469 U S
at 352-53 (Bl ackmun, J., concurring in
the judgnment), requiring a warrant to
investigate potential msuse of the
uni versity's conputer network would
di srupt the operation of the universi-
ty and the network that it relies upon
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in order to function. Moreover, Savoy
and the other network admnistrators
generally do not have the same type of
"adversarial relationship" wth the
university's network users as |aw en-
forcenent officers generally have with

crimnal suspects. 469 U S. at 349-50
(Powel I, J., concurring).
The district court was entirely

correct in holding that
needs exception applied.

B

Once a court determines that the
special needs doctrine applies to a
search, it must "assess the constitu-
tionality of the search by bal ancing
the need to search against the intru-
siveness of the search." Henderson
305 F.3d at 1059 (citing Ferguson, 532
US at 78). The factors considered
are the subject of the search's priva-
cy interest, the governnent's inter-
ests in performng the search, and the
scope of the intrusion. See id. at
1059- 60.

Here, although Heckenkanp had a
subj ectively real and objectively rea-
sonabl e expectation of privacy in his
conputer, the university's interest in
mai ntaining the security of its net-
work provided a conpelling governnent
interest in determ ning the source of
t he unaut horized intrusion into sensi-
tive files. The renote search of the
computer was remarkably limted given
the circunmstances. Savoy did not view,
delete, or nodify any of the actua
files on the conputer; he was only
logged into the conputer for 15 mn-
utes; and he sought only to verify
that the same conputer that had been
connected at the 117 IP address was
now connected at the 120 |P address.
Here, as in Henderson, "the governnent
interest served[] and the relative un-
obt rusi veness of the search"” lead to a
conclusion that the renote search was
not unconstitutional. Id. at 1061

The district court did not err in
denying the nmotion to suppress the ev-
i dence obtained through the renote
search of the conputer.

(Y

t he speci al

The district court also did not err
in denying the notion to suppress evi-
dence obtained during the searches of
Heckenkanp's room Assum ng, w thout
deci di ng, that Savoy and the universi-
ty police violated Heckenkanp's Fourth
Anmendrent rights when they entered his
dormitory room for nonlaw enforcenent
pur poses, t he evi dence obt ai ned
t hrough the search was nonet hel ess ad-
m ssi bl e under the independent source
exception to the exclusionary rule.

Under the independent source excep-

tion, "'information which is received
through an illegal source is consid-
ered to be cleanly obtained when it
arrives t hr ough an i ndependent
source.'" Miurray v. United States, 487
U S 533, 538-39, 108 S. . 2529, 101
L. Ed. 2d 472, (1988) (quoting United
States v. Silvestri, 787 F.2d 736, 739
(1st Cr. 1986)). Therefore, we have

held that "'[t]he mere inclusion of
tainted evidence in an affidavit does
not, by itself, taint the warrant or
the evidence seized pursuant to the
warrant.'" United States v. Reed, 15
F.3d 928, 933 (9th Cr. 1994) (quoting
United States v. Vasey, 834 F.2d 782

788 (9th Cr. 1987)). In order to de-
term ne whether evidence obtained
through a tainted warrant is adm ssi-
ble, "[a] reviewing court should ex-
cise the tainted evidence and deter-
m ne whether the remaining untainted
evi dence would provide a neutral nag-
istrate with probabl e cause to issue a

warrant." I1d. (quoting Vasey, 834 F.2d
at 788).
Here, even wthout the evidence

gathered through the allegedly inprop-

er search, there is sufficient infor-
mation in the affidavit to establish
probabl e cause. The affidavit recited

evi dence that the server intrusion had
been tracked "to a canpus dormtory
room conputer belonging to Jeronme T.
Heckenkanp"; that "[t]he conputer is
in Room 107, Noyes House, Adans Hal

on the University of Wsconsin-Mdi-
son"; and that "Heckenkanp previously
had a disciplinary action in the past
for wunauthorized conputer access to a
University of Wsconsin system" This
was sufficient evidence to obtain the
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warrant to search "Room 107, Noyes

House, Adans Hall ."
\%

Al t hough Heckenkanp had a reason-
abl e expectation of privacy in his
personal conmputer, a limted warrant-
| ess renpte search of the conputer was
justified under the special needs ex-

ception to the warrant requirenent.
The subsequent search of his dorm room
was justified, based on information
obt ai ned by neans independent of the
uni versity search of the room There-
fore, the district courts properly de-
ni ed the suppression notions.

The judgnment of the district court

i s AFFI RVED.



